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1 Configuring the Windows server

This guide will show you how to configure your Windows Server 2003 Domain Controller for
MicroSoft SmartCard Logon. The installation of a Domain Controller and DNS-Server is also
described, so you could get this working from scratch.

1.1 Prerequisites

Windows Server 2003 Enterprise Edition with SP2. Standard Edition will probably work, but is not
as throughly tested as Enterprise Edition.

MS SCL can not be disallowed in the Group Policy.

1.2 Creating a domain controllers
Omit this step if you already have an existing installation of Active Directory.

1. Start "Manage Your Server”
2. Select ”Add or remove a role”
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t Manage Your Server = |E||i|

a M a n a ge YO u r Se We r Search Help and Support Center _ @

Server: MILTON

Tools and Updates

\% Adding Roles to Your Server

adding roles to wour server leks it perform specific basks, For Administrative Tools
excample, the file server role enables vour server to share files, To E—:J Add or remave 2 role

add a role, start the Configure Your Server Wizard by clicking Add or
remove a role,

dab | More Tools
3 R 14
) Read sbout server roles Windows Update

Zomputer and Domain Mame
Information

Internet Explorer Enhanced

\{E Managing Your Server Roles Security Configuration

After wou have added a role, return ko this page at any time for
toals and information ko help wou with vour daily administrative
Lasks, See Also

ir} Mo roles have been added ko this server, To add a rale, click

Help and Support
Add or remove arale,

Microsoft TechMet
Deployment and Resource Kits

List of Common Administrative
Tasks

Windows Server Communities
wihat's Mew

Strateqic Technology Protection
Program

[~ Don't display this page at logon

3. Click "Next”
4. Select "Domain Controller (Active Directory)” and click "Next”
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Configure Your Server Wizard

Server Role

¥ou can set up this server bo perform one or more specific roles, IF vou want bo add more than one

role ko this server, wou can run this wizard again.

At

Select a role, IF the role has not been added, wou
remove ik, IF the role wou wank to add or remove i

can add i, If it has already been added, wou can
s not listed, open Add or Remoyve Programs,

Domain Controller {Active

Wiew the Configure Your Server oo,

Server Role | Configured | "

File server Mo Directory)

Prink server Mo

Application server (115, ASP.MET) Mo Domain controllers store directory data
Mail server (POR3, SMTP) Mo and manage user logon processes and
Terminal server Mo directary searches,

Remoke access | VPR server Mo

Domain Controller {Ackive Direckary) Read about domnain controllers

DMS server Mo

DHCP server Mo

Streaming media server Mo

WINS server Mo

< Back I Blexk = I Cancel

Help

5. Click "Next”
6. Click "Next”
7. Click "Next”
8. Click "Next”

9. Select ”Domain controller for a new domain” and click ”Next”
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Active Directory Installation Wizard x|

Domain Controller Type /
Specify the role you want thiz zerver to have.

Do pou want thig zerver to become a domain controller for a new domain or an
additional domain contraller for an existing domain™?

[ Qumain controller for a new domair

Select thiz option to create a new child domain, new domain tree, ar new forest,
Thiz zerver will become the first domain contraller in the new domair.

" Additional domain controller for an existing domain
& Froceeding with thiz option will delete all local accountz on this server.

Al cryptographic keys will be deleted and should be exported before
cohtinLing.

Al encrypted data, zuch as EFS-encrypted files or e-mail, should be decrypted
before continuing ar it will be permanently inacceszible.

< Back I Ment » I Cancel

10. Select ”Domain in a new forest” and click ”Next”

Active Directory Installation Wizard x|

Create Hew Domain /
Select which tvpe of domain to create,

Create a new:

v Domain in & new foresk

Select thiz option if thiz is the firzt domain in pour orgarization or if pou want the new
domain to be completely independent of paur current forest,

™ Child domain in an existing domain tree

IF you want the new domain to be a child of an exzting domain, select this option.
For example, you could create a new domain named
headquarters. example. microzoft. com as a child domain of the domain

example. microzoft com.

™ Domain tree in an existing forest

|f you don't wwant the new domain to be a child of an exigting domain, select thiz
option. Thig will create a new domain tree that iz separate from any existing trees.

¢ Back I MHest > I Cancel
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11. DNS name "testing.primekey.se"

Active Directory Installation Wizard x|

Hew Domain Hame ’
Specify a hame far the new damair.

Type the full DMS name for the new domain
[for example: headquarters. example. microzoft. com].

Eull DMS name for new domair;

testing. primek ey, se

< Back I Hest » I Cancel |

12. Domain NetBIOS name "TESTING" and click ”Next”

Active Directory Installation Wizard x|

MetBIOS Domain Mame /
Specify a HetBlOS name for the new domain.

Thiz iz the name that users of earlier verzions of Windows will uze to identify the new
domain. Click Mest to accept the name zhown, or lpe a new name.

Domain MetBIOS name;

¢ Back I MHest > I Cancel
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13. Click "Next”

Active Directory Installation Wizard |

Databaze and Log Folders /
Specify the folders ta contain the Active Directory databaze and log files.

For best performance and recoverability, store the databaze and the log on zeparate
hard dizks.

YWhere do you want to store the Active Directory databaze?

Databaze folder:

Browse. ..

Log folder:;
CyWMDOWSSNTDS Browse. ..

Where do you want to store the Active Directary log?

< Back I Hest » I Cancel |

14. Click "Next”

Active Directory Installation Wizard x|

Shared System Yolume /
Specify the folder to be shared as the system wolume,

The SYSYOL folder stores the server's copy of the domain's public filez. The contents
af the S%S%0L folder are replicated to all domain controllers in the domain.

The S%5%0L falder must be located on an HTFS valume.
Enter a lozation for the SY5S%0L falder.

Eolder location:

Browse. .. |

¢ Back I MHest > I Cancel
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15. Select ” I will correct DNS problems later” and click “Next”

Active Directory Installation Yizard

X

DHS5 Registration Diagnoshics /
Werify DMS support, or install DMS on this compker.

Diagnostic Failed -
The reqgiztration diagnostic haz been run 1 time.
Warning: Domain Contraller functions like joining a domain, logging anto a domain,

and Active Directory replication will not be available until the DMS infrastructure for
Active Directon iz carectly configured.

The wizard encountered an error while tving to determine if the DMNS server with
wihich this domain contraller will register supportz dynamic updates.

For mare infarmation. including steos to correct thiz oroblem. see Helo, j

" | have comected the problem. Perform the DMS diagnostic test again.

" Install and configure the DNS server on this computer, and zet this computer to use
thiz DMS zerver az ite preferred DMNS zerver

£ | will comect the problem later by configuring DNS manually. [Advanced

< Back I Hest » I Cancel |

Active Directory Installation Wizard

16. Select ’Permissions compatible only with Windows 2000 and Windows Server 2003

X

Permissions /
Select default permizsions for uzer and group objects.

Some zerver programsz, such as Windows NT Bemote Access Service, read information
ztored on domain controllers.

" Pemizzions compatible with prewindows 2000 server operating systems

Select thiz option if wou run zerver programs an prewindows 2000 server operating
awztems ar on YWindows 2000 ar Windows Server 2003 operating systems that are
memberz of pre-windows 2000 domainz.

ri"; Anonymolz uzers can read information an thiz domain.

¥ Pemizzions compatible only with Windows 2000 or ‘Windows Server EDDSE
operating systems

Select thiz option if wou run zerver programs anly on Windows 2000 ar Windows
Semer 2003 operating syztems that are members of Active Directory domaing. Only
authenticated users can read information on this domain.

¢ Back I MHest > I Cancel

and click
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17. Enter administrator password. (“’foo123” is used in this example) and click ”Next”

Active Directory Installation Wizard |

Directory Services Restore Mode Admimztrator Pazsword /
Thiz pazsword iz used when pau start the computer in Directony Services Restare
Mode.

Type and confirm the paszword wow want b azsign bo the Administrator account uzed
when this server iz started in Directory Services Restore Mode.

The restore mode Administrator account iz different from the domain &dministrator
account. The paszwords for the accountz might be different, 2o be sure to remember

bath.
Festore Mode Pazswond: I-"""
Confirm password: I"""

Faor maore infarmation about Directony Services Restore Mode, zee Active Directory Help.

< Back I Hest » I Cancel |

18. Click "Next”

Active Directory Installation Wizard x|

Summarny /
Feview and confirm the options pou selected.

You chose to:
Configure this server as the firzt domain contraller in a new forest of domain trees. ﬂ

The new domain name is kesting. primek ey ze. Thiz iz alzo the name of the new
forest.

The NetBIOS name of the domain iz TESTIMG
Dratabaze folder: C:AWINDOWSYHTDS

Lag file falder: C:AWINDOWSAHTDS
SYSWOL folder: C:Ww/INDOWSYSTSWOL

The pazszword of the new domain administrator will be the zame as the pazsword of
the administrator of this computer.| _I
w,

To change an option, click Back. To begin the operation, click Mest.

¢ Back I MHest > I Cancel |
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19. Click ”Finish”
20. Click ”Restart now”
21. When the computer is restarted, click “Finish”

YWiew the next skeps For this role

Configure Your Server YWizard

This Server is Now a Domain Controller

‘fou have successfully sek up this server as a domain controller, To add or
remove another rale, run the Configure Your Server Wizard again,

For a record of yvour changes, see the Configure Your Server oo,

To close this wizard, click Finish,

= Back

Zancel Help

You now have a working domain controller.

1.3 Install a DNS server
Onmit this if you have a working DNS already.

Set a static [P address, if this isn't already the case.
Start “Manage Your Server” — Add or remove a role — Next — DNS Server — Next — Next —

(Insert install media if prompted — “This computer””) — Next — Create a forward lookup zone,
Next — This server maintains the zone, Next — Zone name “testing.primekey.se”, Next — Allow
only secure dynamic updates, Next — Yes, enter primary and secondary DNS servers, Next —

Finish (Ignore “Error, the zone already exists”) — Finish

1.4 Setup DNS

Add the DNS name of the ca host “ca.testing.primekey.se” to the DNS record if it doesn't exit.

Reboot.
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1.5 Generate a certificate request for each domain controller.

Run "1. GenerateDCCertRequest.vbs" (provided with this guide) and get a visual confirmation
“Done!”. This script produces "DomainControllerCertRequest-<hostname>.req" containing the
request and a "DomainControllerInfo-<hostname>.txt" .

Both these are needed during the PKI set up and must be provided for every Domain Controller to
the person responsible for issuing the certificates. In this example we only use one DC.

1.6 Install and publish certificate on each Domain Controller
To be able to continue with this step, you should have received a Domain Controller certificate for
every DC and a certificate of the issuing CA.

1. 2. InstallDomainControllerCert.vbs” on each Domain Controller
x

Click OF and seleck the Domain Contraller certificate ko inskall,

2. Select “DomainControllerCert-<hostname>.p7b”” when prompted for the DC certificate and click
“Open”. This will take some time to process.

open 21|
Look in: I&} DCCert j Lo EF *

= FhomainControllerCert, p7h!

ty Documents

™

by Computer

File name: IDDmainEDntmllerEert. pib j Open I
j Cancel |

4

Files of type: I
[T Open az read-only

3. Click OK
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Windows Script Hosk x|

Done! Click Ok and werify that the certificate was installed,

4. The certificate should be visible in the last step if everything went fine.

¥Yiew Certificate Store 7| x|

Select Certificate

Issued ko

milton

4| | 2
Ik I Zancel Wiew Certificate |

Troubleshoot: If there isn't a valid certificate request you will get the following error:

Certificate Request Processor il

@ Cannot find object or property, 0x80092004 (-2146335623)

Solve this by creating a new certificate request, get a new certificate from the CA and repeat this

step from the top.

1.7 Import the CA certificate to "Enterprise NTAuth store"
1. Run “3. ImportCACertToNTAuthStore.vbs”

Windows Script Host x|

Click ok and select the CA certificate ko install,

2. Select the CA certificate when prompted. This will take some time to process.
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21X
Laak jn: Ib CACert j = £ Ed-

Desktol p
ty Documents

-

o f
by Computer

File name: IMS_S CL_CA_w1.cer j Open

[T Open az read-only

Filez of type: I j Cancel |
A4

3. The certificate should be displayed if everything went fine.
x

Cone! Click Ck and werify that the certificate was installed.
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¥iew Certificate Store el

Select Certificate

Expirakio... | Location

None

| |+
O I Cancel Wiew Certificate |

Troubleshoot: Download and install the “Windows Server 2003 Resource Kit Tools”. The
package is available from http://www.microsoft.com/downloads/details.aspx?
FamilylD=9D467A69-57FF-4AE7-96EE-B18C4790CFFD&displaylang=en. All default options can
be used during install.

1. Run “mmc”

2. Add the “Enterprise PKI” snap-in.

3. Right-click “Enterprise PKI” in the main window and select “Manage AD Containers”.

4. Remove the old certificate and retry the import from the top.



http://www.microsoft.com/downloads/details.aspx?FamilyID=9D467A69-57FF-4AE7-96EE-B18C4790CFFD&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=9D467A69-57FF-4AE7-96EE-B18C4790CFFD&displaylang=en
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't Consolel - [Console Root] ==l
el

Bﬁ] File  Action VYiew Favarites ‘Window  Help
«= @B 2
[:l Console Roak Marne |
- B s T zl
Certification Authonties Container | Enrallment S ervices Container I
MTAuthCertificates | &l& Container | COP Containes I kR Container
M arme | Status |
MS SCL CA v ok,
Add... Hemave L= |
] I Cancel |

1.8 Adding a Windows XP client to the domain

This section is to able to test our new domain controller. Feel free to ignore it if you already have
clients.

Start — Control Panel — System — Computer name — Change — Select “Domain”, Enter
“testing.primekey.se” — Login with a valid username and password for the domain — OK —
Reboot

1.9 Push CA cetrtificate to all clients
You can add the CA certificate to all client machines by adding it to the Domain Security Policy.

1.9.1 Add the CA certificate to the Domain Security Policy

On the Domain Controller:
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Start — Administrative Tools — Domain Security Policy — Public Key Policies — Trusted Root
Certification Authorities — Right-click and choose “Import” — Next — Choose the CA certificate
in “File to Import” — Next — Next — Finish

1.9.2 |Install certificate on every client machine
This should happen automatically every 8 hours. To force the update run “gpupdate /force” on the
client(s).

1.10 Enroll an end user

1.10.1 Install Card Reader

Install OmniKey driver (or similar) on all client machines.

1.10.2 Install CSP

Install NetID 4.4.5.7 (or similar) on all client machines. Reboot the clients.

1.10.3 Put a MS SCL certificate on a smartcard
This section requires that the user to enrol has been added to in EJBCA Administration GUI. This is
done in “Create an end user” section from the “EJBCA-SmartCardLogon-Guide-PKI”.

Enroll user and put the certificate on a smartcard with the EJBCA Public Web Pages and NetID (or
another CSP that have the same functionality). Make sure that the LED on the card reader stops
flashing before you remove the card.

Internet explorer, EJBCA 3.3.1:

EJBCA Public Web Pages — Cerficate Enrollment — For you browser — Username
“AdministratorMSSCL-001 ” (Should be given to you.)

Password ““ foo123” (Should be given to you.)

— Select “Netld — CSP” (or the one you are using) as CSP — Click OK

Troubleshoot: On a Windows Server 2003 client you can run “4. VerifySmartCardForLogon.vbs”
to verify that the certificate was installed. (Requires certutil.exe to be installed.)
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List certificates

Client &... MNone

| | »]
(] 4 I Zancel | Wiews Certificate |

1.10.4 Verify that CRL Distribution Point is reachable

1. Use your favorite tool to look at the certificate on the smartcard. (E.g. “4.
VerifySmartCardForLogon.vbs and press “View Certificate™.)

2. Locate the CRL Distribution Point.

3. Enter this http-URL in your favorite browser and verify that you get a proper response. (E.g. not

“404 Error...” etc)

1.10.5 Verify Smart Card Logon

1. Logoff client
2. Insert the smartcard containing the MS SCL Certificate for the Administrator when prompted for

login credentials.
3. Enter the PIN-code and you should be logged on.

Troubleshoot: If you get “The system could not log you on. The server authenticating you
reported an error (0xCO0000BB)...” you can try to reboot the Domain Controller.

Logon Message E|

'T The system could not log wou on,  The server authenticating wou reporked an error
L

{0xCO0000BE).
¥au can Find furkher details in the event log, Please report khis errar b the swskem

administratar,

1.10.6 Adding another user

1. Add the user “Manages Your Server” — “Manage users and computers in Active Directory” —
Right-click “testing.primekey.se, Users” — “New” — “User” — Tester@testing.primekey.se —

password “FooBar123”



mailto:Tester@testing.primekey.se
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2. Create new end entity in EJBCA Administration GUI or have someone doing this for you.
3. Enrol through EJBCA Public Web Pages.

2 Optional configuration

2.1 Lock clients when smart cards are removed
Domain Security Policy Settings — Local policies — Security Options — Interactive Logon: Smart
card removal behavior — Lock Workstation

2.2 Disable normal logon
Domain Security Policy Settings — Local policies — Security Options — Interactive Logon:
Require smart card — Enable
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