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1 Configuring the PKI

This configuration guide is part of the Windows Smart Card Logon Guide. This document is
provided for PKI administrators to configure EJBCA for issuing certificates to domain controllers

and smart card users.

Configuring the PKI involves a few steps:
e Creating the CA
e Creating certificate profiles
e Creating end-entity profiles

All of these steps are done in the EIBCA Administration GUI at “https://ca-machine:

8443 /ejbca/adminweb/” if nothing else is stated.
1.1 Creating the CA

1. Login to EJBCA Administration GUI
2. Click “Edit Certificate Authorities”
3. Create "MS_SCL CA vl"

4. Choose appropriate values for the CA. In this example we use the following:


https://ca-machine:8443/ejbca/adminweb/
https://ca-machine:8443/ejbca/adminweb/
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Type of CA X509

CA Token Type

Signing Algorithm | SHAIWithRSA |+

Key Size

Subject DM |CN=M5 SCL CA v1, O=PrimeKey Testing, C=5SE

Always use UTFB strings in subject DN |

Signed By | Self Signed ||

Certificate Profile | ROOTCA |5

Validity (Days) | 3650

The CA is a RootCA (self-signed), uses 2048 bit RSA, DN="CN=MS SCL CA v1,0=PrimeKey
Testing,C=SE",validity 3650 days, 24h CRL update interval.

CRL Expire Period (Hours) [24

CRL Issue Interval (Hours) |

CRL Overlap Time (Minutes) |

CRL Publishers

. .D?fa'-”t CR.L DiSt; POi”.t http://ca.testing.primekey.se:B8080/ejbca/publicweb/webdist/certdist?emd=crl&issuer=CN=MS SCL C|
(Used as default value in certificateprofiles using this
cA.) | Generate

Press “Generate” to generate the CRL Distribution Point (CDP). Edit the address to point to the
CA's DNS name (ca.testing.primekey.se).

As an alternative, you can copy the CRL to another location from the PKI service provider and use
this URL as CDP. This can make the system more resilient to network outages. To set up a local

CDP only a simple web server is needed.
**Test if MS SCL fetches all the CRLs or only the first.. if so: recommend to use the CA URL as
the last one for better reliability without overloading the CA**

1.2 Define a certificate that fulfills all the MS DC requirements

(This step can be omitted if the profiles were imported.)

1.2.1 Create Certificate Profile "DomainController"
1. Check "Use CRL Distribution Point"
2. Select "Key Usage" "Digital Signatures" and "Key encipherment"
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Use CRL Distribution Paint ™
CRL Distribution Point Critical
Uzse CA defined CRL Dist. Point

ZREL Distribution Point LRI I
3. Check "Use Extended Key Usage"

4. Select "Extended Key Usage" "Server Authentication" and "Client Authentication'

5. Check "MS Template Value"

Key usage

Allow Key Usage Override

Lse Extended key llsage
Extended Key Usage Critical

Extended Key Usage

Use MS Template Value

Microsoft Template Yalue
(Only the value not the actual template

Dig

MNon-repudiation

Data encipherment
Key agreement

Key cerificate sign
CRL sign

Encipher anly
Decipher anly 4

7

v
=

Ay Extended key Usane ﬂ
Server Authentication

Client Authentication

Code Signing

Email Protection

IPSec End Systern

[FPSec Tunnel

IFPSec User

Time Stamping

b3S Smart Card Logon
OCEPSigner e

v

) |D|:|mainC|:|ntr|:|IIer j

6. Check "Use a Subset of Subject Alt. Name"
7. Select "Subset of Subject Alt. Name" "Global Unique Id" "DNS"
8. Select "Available CAs" "MS SCL CA vl"

'
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Ay TA,
AdminCad

bE_ SCL CA W

Available CAs

The rest should use the default values

=)

[~

1.2.2 Create End Entity Profile "DomainController"”

1.

0 3 O\ DN

Use required CN

CMN, Common MName I

Required ¥ Modifyable

. Add required Subject Altname GUID
. Add required Subject Altname DNS

DNS Name |

Required ¥ Modifyable

Globally Unigue Id |

Required ¥ Modifyable

. Uncheck use email

Email Damain |

ilUse only the domain part of address, without /@' char) )50 [ Required ™ Madifyable ™

. "Default Certificate Profile" "DomainController"

. Select "Available Certificate Profiles" "DomainController"
. "Default CA" "MS SCL CA v1"

. Select "Available CAs" "MS SCL CA v1"
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Default Cerificate Profile DomainContraller j

DomainCantraller
EMNDUSER
QOCEFPSIGHER

Available Cerificate Profiles

=
Default CTA MS_SCL_CA vl j
AdminCa] =
bAS SCL A v
Available CAs

[~

User Generated j

Default Token

Lwailable Tokens

The rest can use default option.

1.3 Create profiles for end users
(This step can be omitted if the profiles were imported.)

1.3.1 Create new cetrtificate profile "MSSmartCardLogon”
1. Check "Use CRL Distribution Point"

Use CRL Distribution Paint ™
CRL Distribution Paint Critical
Use CA defined CRL Dist. Point W

CREL Distribution Paoint URI I

2. Select "Key Usage" "Digital Signatures"
3. Check "Use Extended Key Usage"

4. Select "Extended Key Usage" "Client Authentication" and "MS Smart Card Logon"

5. Select "Available CAs" "MS SCL CA v1"
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Ay 5A, ﬂ E

AcdminCad

Available Chs

Eﬁlec:ilphercln@s 4
Allow Key Usage Override W

Use Extended Key Usage M
Extended Key Usage Critical [T

Any Extended Key Usage =]
Server Authentication

Client Authentication
Code Signing

Ermail Protection
IFSec End Systern
IPSec Tunnel
IPSec User
Time Stamping
WS Smart Card Logon

OCSPSigner

Extended Key Usage

The rest should use the default values

1.3.2 Create new end entity profile "MSSmartCardLogon"
1. Use required CN

CH, Common Mame I
Required M Modifyable W
2. Uncheck use email

Email Domain |

{Use only the domain part of address, without '@ char) |5, ™ Required I~ Modifyable I

3. Add required UPN=testing.primekey.se (if username@testing.primekey.se is the identifier)

LIPM (dormain part only) |teating.primekey_se
Required M Modifyable W

. "Default Certificate Profile" "MS SmartCardLogon"

. "Available Certificate Profiles" "MS SmartCardLogon"
. "Default CA" "MS SCL CA v1"

. "Available CAs" "MS SCL CA v1"

~N N L B
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Default Cerificate Profile MSSmartCardLogon j

DarmainController ;I

EMNDIUSER

_ _ MSSmartCardLogan

Available Cerificate Profiles OCSPSIGHNER

=

Default CA, MS_SCL_CA, w1 j
AdminCA]1 ]

i |

Available CAs

The rest should use the default values

1.4 Issue Domain Controller Certificate s for all DCs
In our example there is only one. Repeat this for each DC.

1.4.1 Add end entity "DomainController-001"

1. Set "Username" to "DomainController-001"

2. Set "Password" to "foo123"

3. Set required CN=<<name of domain controller>>

4. Set DNS=<<from "DomainControllerInfo-<hostname>.txt">>
5. Set GUID=<<from "DomainControllerInfo-<hostname>.txt">>
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End Entity Profile| DomainCortraller x| Required
UaernameIDDmainCDntrDIIer—Dm ~
F'asswnrdl““‘“““‘“" ~

Confirm F'asswnrdl““‘“““‘“"

Subject DN Fields

CH, Commaon Namelmiltl:un ¥

Subject Alternative Name Fields
DM Name|miItn:nn.testing.primekey.se F
Slobally Unigue Id|BﬁBEdBEbD34f94BB?EEchD1184?3?? 77
Certificate F'rn:uﬁlel DomainController j W
CA|MS_SCL_CA_v1 x| ¥

TnkenlLJSerGenerated j W
Add End Entity | Reset |

1.4.2 Fetch certificate

1. Go to EJBCA's Public Web Pages

2. Click “Manually or for a server”

3. Enter username "DomainController-001"

4. Enter password "foo123"

5. Paste the content of "DomainControllerCertRequest-<hostname>.req" that was generated on the
Domain Controller.

6. Choose PKCS7
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EJBCA Certificate Enrollment

Welcome to certificate enrallment.

Please give your username and password, paste the PEM-formated PKCS10 cerification request inta the field belaw and click OK to fetch your cerificate.

A PEM-formatted request is a BASEGS4 encoded PRCE10 request between the two lines:
----- BEGIM CERTIFICATE REQUEST----
----- END CERTIFICATE REQUEST-----

Usernarne: ISDntrDIIer—Dm
Pasgword: Ifocﬂ 23

PEM1zZ jTkFrieldragfiKO0VIZerxSohrKea0l0CAWE A AaCC AhowGgVEEWYEEAGCHwOC :I
AzEMFgol1LjIulecSNC4yHF IGCEsGAQOBy jcVFDFFHENC AQEHGim]l phHRvh 150 2XN0
alsnlnByall 1a2VELnN 1 DEVURVNUITSHEEF kbWl uaXNO0ewF 0bh3 IMCZN1enRy ZXEu
EZZhINIGnEBgkghki GEwlBCQ4xg 2wy 2 Y wHOYDVROOEEYEF LasvHOShhr g IBE£BdEmy
FKCHEmH= lMEkGJ‘LlUdEQEBg’HgH MDZComlphHRVEiS0ZEN0alsnlnByaWl 1a2WSLniTl
oB8GCSsGACOByIcZAalASBECP+F0EsD TS IemeVARSHI MEOGA I TAJQOMNEQGCCsG
AOUFBWHEEGgr EgEFEQeDA ] ALEgNVHOSEEAMCEalwgf0GCisGAQOEyjcNAgIxgedw
gesCAQEeTgBNAGKAYwEyAGE Ao wBvAGYAdALyAF IATwEBACAAUWED AGAYOBuAGEL
ZOESACAROWEyAHKAC ABOAGS AZwEvAGE A ABo AGKAYWAGAF A gEvAHT AaQBERAGTL
OBl oA AL AR AR AL A AL AR AR AR AR AR AR A AL AR A AR AL ARARNAAL
O W
AAAAAAA AR A R A AR A AR AR AR AR AR R AR AR ARARARAALARALAMANG
C3G3 Ih3DQEBEQUALEGEANOa0eqOTS iV heDg4nl zyc 1EEMESHESCq/ uHenZHZ
20BTdaq VPO CIAEY lEibHE Je£x K0T YRETsE£ps6 6 ¥ P 1goOVE+/ FF2r IcTTBE1EhCn
DOh?Mrx Z30p0EOTEEEArE1sCnZWN++43 G5 z00nRomow+Acf zKAOCSgWI Q] XX 6o47

Fesr =
OKl

7. Save the certificate to disk an rename the to "DomainControllerCert-<hostname>.p7b"

Opening cert.pem x|

You have chosen to open

cert.pem
which is ai PEM file
fram: https:fica testing, primekey, se: 6443

~ ‘that should Firefox do with this file?

" Cpen with Browse, ., |

[T Do this automatically For files like this From now on,

Ik Cancel

Install each DC certificate as described in “EJBCA-SmartCardLogon-Guide-Windows”.

1.5 Fetch CA certificate

The CA certificate can be downloaded from the

Old EJBCA Public Web pages — View Certificates — Fetch CA and OCSP certificate(s) — For
Internet Explorer “CN=MS SCL CA v1,0=PrimeKey Testing, C=SE” — Save as
“MS_SCL _CA vl.cer”

or
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New EJBCA Public Web Pages — Fetch CA & OCSP Certificates — For Internet Explorer
“CN=MS SCL CA v1,0=PrimeKey Testing, C=SE” — Save as “MS_SCL_CA vl.cer”

Installing this certificate is described “EJBCA-SmartCardLogon-Guide-Windows”.

1.6 Create an end user

1.6.1 Add a "MS SmartCardLogon" end entity
We start by creating an “Administrator” token, since we know this user exists and can logon by
default.

Username AdministratorMSSCL-001 (Can be any unique value.)

Password foo123 (Can be any unique value.)

CN=AdministratorMSSCL-001 (Can be any unique value.)
UPN=Administrator@testing.primekey.se

End Entity Prﬂﬁ|E| MSSmartCardLogon ¢|
L.Isername|AdministramrMSSCL—DCll

L = 2 = 2

Fassword

L = 2 = 2

Confirm Password

Subject DN Fields
CM, Common Name|AdministramrMSSCL—DCll

Subject Alternative
Name Fields

Administrator @

UPM, Principal Mame

testing.primekey.se

Certificate F’rﬂfile| MSSmartCardLogon ¢|
CA| MS_SCL_CA_v1 |#|
Tnker1| User Generated |¥ |

|Add End Entiw” Reset |

Make sure to give the Username and Password to the person that does the enrollment.
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