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Integrating EJBCA and OpenSSO

EJBCA is an Enterprise PKI Certificate Authority issuing certificates to users, servers and devices. In
an organization certificate can be used for strong authentication. EJBCA is based on standard such as
X.509 and OCSP.

OpenSSO provides core identity services to simplify the implementation of transparent single sign-on
(SS0O). OpenSSO provides authentication and authorization services based on standards such as SAML
and XACML.

Contents
Integrating EJBCA and OPeNSSO......cccuiiiiiiiiiiniieiieeieeriteeteesite st esitestessseesteessaesssesssaessaessnseessssnseessnnns 1
INEEGIAtiON GOAL.....ccuiiiiiiiiiiiieieie ettt et e et e et e e st e e s bt e e sbaeesssaeesssaeesssaeensseeensrbaaaeesennnraaaeeeenn 2
Deployment ATCRITECIUTE. .......coecviiiieeieeiteeieeete ettt sttt e st et e st e e at e st e e sabesabeesstessseensaessneaessnnees 2
INStallation Prer@QUISITES. . .c.vvtirrieieiieietieeeiteeette et e ssteeestteeestteesstseessaeesssaeenssaeessseesssseeenssssaeesssnsssseaeesens 2
Configring OPENSSO.....cuuiiiiieiieiieeieete ettt ettt et e st e et e st e e bt e sabeebeesabesbeesssesaseesstaesasssaessnssaeeas 3
INSEAll OPENSSO....uiiiiiiiiiieiieeeee ettt e st e e st e e s te e e s abeeessbaeessseessseesssseesssseesssnaeessnnssses 3
Configure the Certificate authentication MOdUle..........cccocueririiiriiiriirierieeeeeeeeee e 3
ConfigUring EJBCAL... ..ottt ettt et e ete e st esteesaaessbeessaeessaessassseesssaessaessaassseessessseenssseessnssees 5
INSEAIl OPENSSO....neiiiniiiiieeiieeteee ettt ettt e et e st e e st e e st e e bt e ssbeesstesasaesatessbeesnseeeenansaas 5
Creating the LDAP PUDIISRET.........oiiiiiiiiieeeeeeeeeete ettt ettt e e s saa e e s aaa e e e e e ssanens 5
Create the Certificate PrOfile.........ceiiiiiiiieeeeee ettt sttt e s 6
Create the end entity PrOfile..........iouiieiiiiieeeceee ettt re e sre e s aeesra e e e e saaeeeesnnneas 7
CIEALINE The USET ... .eeeuieeiieiieeieerite et este st e st e bt et e s bt e sat e st e e beesabe e bt esateesseesabesasaessbeensaaesssssaessnnsaeesnnsseens 8
Adding the USer i EJBCA.......oo oottt ettt e st e sre e s saae e sbe e s sbeesssseesnssaesssseessnsssssaaessnnnnns 8
[SSUING the COTTITICALE. ... eiiuieiiieeieeteeee ettt ettt et e sttt e st e e bt e s beessaesaseeaes 9
Using the certificate for authentication in OPenSSO.........cccieeieriiieriierieeieeeieee e etee e e eneas 9
Other Deployment ATCRITECTUIES. .........eervierierriierieeiterte et e ete et e st e et este e bt e sabessseesaseesteesssssaesssnsseeennns 10
IMOTE INFOITIALION. ....eetieiteeiteieeie ettt ettt ettt s et e e s bt et e et e sat e bt et e e bt e beeatesaeeseestesnsaeesnseesaseenans 10

1(10)



EJBCA% OpenSSO

PKI BY PRIMEKEY

Integration goal

The goal of this integration description is to demonstrate creating users issuing certificate to those
users, and using those certificates to authenticate the user with OpenSSO. Doing all this with only
adding the user once in EJBCA, issuing the certificate.

* Issue a digital certificate to a user using EJBCA.

* Immediately use this certificate for single sign-on and and authorization with OpenSSO.

Deployment Architecture

In this integration guide the deployment architecture is a simple one where user provisioning is made in
EJBCA.

o

IUser provisioning
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Installation prerequisites

To perform the steps in this simplified guide we have made default installations of EJBCA and
OpenSSO in the same JBoss application server. In order to be able to use OpenSSO for certificate
authentication the CA certificate from EJBCA must be installed in the Java trust store of the system:

* Inthe EJBCA administration console go to Basic Functions.

* For the default CA, AdminCA1, select the link Download binary/to IE and save the certificate in
the file system as AdminCAl.cacert.crt.

* Open a command line windows where the certificate was saved and enter the command:

© keytool -import -keystore $JAVA HOME/jre/lib/security/cacerts -file
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AdminCAl.cacert.crt

Example on Ubuntu Linux:

sudo keytool -import -keystore /usr/lib/jvm/java-6-openjdk/jre/lib/security/cacerts
—-file AdminCAl.cacert.crt

After performing this step, your application server must be restarted.

Configuring OpenSSO

Install OpenSSO

This is not an installation guide for OpenSSO, hence we will only cover the configuration for the actual
integration. To make the basic setup of OpenSSO you can follow the installation instructions of the
product.

There are two configuration option you set during installation that is important to remember for the
integration:

* Hostname and port of the OpenSSO User Data Store LDAP server, usually something like
ds.domain.com and 50389.

* Login and password to the OpenSSO User Data Store, could be something like cn=Directory
Manager and the same password as amadmin.

* The Root Suffix of the LDAP tree in the User Data Store, usually something like
dc=opensso,dc=company,dc=com.

Configure the Certificate authentication module

Since we will use certificates for stronger authentication we need the Certificate authentication module
enabled in OpenSSL.

* Log in to the administration console as amadmin.

* Go to Access Control, '/ (Top Level Realm)' and finally Authentication.

e Under Module Instances, click New.

* Select Certificate as type and enter Certificate as name. Click OK.

* Click on Certificate under Module Instances to configure the module.
o Match Certificate in LDAP: Enabled

o LDAP Search Start DN: Use Root Suffix of the LDAP tree,
dc=opensso,dc=company,dc=com

o LDAP Server Principal User: Use login to the User Data Store, cn=Directory Manager
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o LDAP Server Principal Password: Use login to the User Data Store
o Certificate Field Used to Access User Profile: Use Subject UID

¢ (Click Save
Realm Attributes

Match Certificate in LDAP:

[+ Enabled

Subject DN Attribute Used to Search LDAP for Certificates: ICN

Match Certificate to CRL: [JEnabled
Issuer DN Attribute Used to Search LDAP for CRLs: |CN

HTTP Parameters for CRL Update: |

Match CA Certificate to CRL: [JEnabled
OCSP Validation: [C1Enabled

LDAP Search Start DN

Current Values

dc=opensso,dc=primekey,dc=se [~| | Remove

-]

New Value

add

When entering multiple entries, each entry must be preficed with a local server name.

LDAP Server Principal User:

LDAP Server Principal Password:

LDAP Server Principal Password
(confirm):

Use SSL for LDAP Access:

Certificate Field Used to Access
User Profile:

|cn=Directcr}r Manager
DM of the principal user.

[ Enabled

(7 email address

7 other

(7 subject CN
(") subject DN
(@ subject UID

p—
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Configuring EJBCA

Install OpenSSO

This is not an installation guide for EJBCA, hence we will only cover the configuration for the actual
integration. To make the basic setup of EJBCA you can follow the installation instructions of the
product.

Creating the LDAP publisher

We will use a regular LDAP publisher to publish user data and issued certificates from EJBCA to
OpenSSO when certificates are issued.

Login to the EJBCA administration console and click on Edit Publishers.
Add a new publisher called OpenSSOPublisher. Select the publisher and click Edit Publisher.

Hostname and port: Use the hostname and port of the OpenSSO User Data Store,
ds.domain.com and 50389. Uncheck Use SSL.

Base DN: Use Root Suffix prepended with ou=people, ou=people,
dc=opensso,dc=company,dc=com. This is the tree where default users are stored in OpenSSO.
Adapt this is you have configured something else in you User Data Store.

Login DN and password: Use the same as LDAP Server Principal User in the OpenSSO
configuration, cn=Directory Manager.

Login Password: Use login to the User Data Store
LDAP location fields from cert DN: Use UID, Unique Identifier

Click Save and Test Connection, it should say Connection Tested Successfully
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Publisher Type || pap w3 publisher v |

LDAF Settings: [?]

Hostnames: ||Dca|hgst |

Port {50389 | Use ssL [

_ Base DN |bu:penp|e,dc:Dpenssu,dc:cnmpany,dc|
Appended to location fields to form a LDAP DN

Lagin DN |::r'|:Direct|::r3rr Manager |

Login Password |........ |

Confirm Password |........ |

Connection timeout |5.:.C.r;;. |

Fead timeout |3.:|.:||:||:| |

Store timeout |5.:..:..:..:. |

LDAF location fields from cert DN | ernailaddress [EMail], E-mail address in DN
DC, O, 5T and C fields should be defined in BaseDN |UiD, Unique Identifier
CH, Common name
serialMumber, Serial number {in DN)
givenhame, Given name (first name)
initials, First name abbreviation
surname, Family name
Title
O, Organizational Unit
O, Organization
L, Location
ST, State or Province
DC, Domain Component [+]

Create the certificate profile

We will use a certificate profile to control that all certificates issued using this profile is published to
OpenSSO.

* Click on Edit Certificate Profiles
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* Add a new certificate profile called OpenSSO by typing OpenSSO in the input field, selecting
ENDUSER in the list and clickin on Use selected as templet (this saves us a few clicks later).
* Select OpenSSO and click Edit Certificate Profile.

* Go down almost to the bottom of the page and select OpenSSOPublisher. Click Save.

Publishers | dapPublisher
OpenSSOPublisher

Create the end entity profile
We will use an end entity profile to control which user attributes are registered when we add the user.
* Click on Edit End Entity Profiles

* Add a new end entity profile called OpenSSO. Select the profile and click Edit End Entity
Prdfile.

* Select UID in Subject DN Fields and click Add.
* Select OpenSSO as both Default Certificate Profile and Available Certificate Profiles.
* C(Click Save.

Select for Subject DM Fields | gmajladdress [EMail], E-mail address in DN | v
Remoaoval o
A

] CM, Common name |

Required &  Modifiable [«

O UID, Unique Identifier |

Required &  Modifiable &

Default Certificate Profile Opensso e

Available Certificate Profiles |5 -~
QCSPSIGHER
Openss0O
SERVER
SUBCA
TESTEXTEMSIOMNOWVERRIDE
WSTESTPROFILE ~
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Creating the user

When the user is added in EJBCA, a username and password is created. Using this username and
password the user can enroll for a certificate, using a regular web browser. When the certificate is
issued to the user, it is also published to the OpenSSO User Data Store so it can be used by OpenSSO.

Adding the user in EJBCA

This step will add the user in EJBCA's user database. During this step the user is issued a username and
password. In different organizations this can be done in thousands of different ways, the step shown
here is only one example.

* Inthe EJBCA aministration console go to Add End Entity.
* Select OpenSSO as end entity profile in the drop-down.

* Username: certuser

* Password: certuser

* CN: Certificate User

* UID: certuser

* Click Add End Entity

End Entity certuser added successfully.
End Entity Profile| gpensso - Fequired

lUsername |Certuger |

Passward |........ |
Confirm Password |........ |

Email @| |
Subject DN Fields
CN, Common name | certificate User| |

UID, Unigue |dE”tiﬁEf|cer'tuser |

Certificate Profile| gpensso v

CA| admincal |w
Token| ser Generated |~

Add End Entity Reset
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Issuing the certificate

Using the username and password registered above we can now enroll for a certificate in our web
browser. In this example we will use FireFox, but Internet Explorer works just as well.

* Go to the EJBCA Public Web, there is a link from the administration console.
* Click Create Browser Certificate.
* Username: certuser

* Password: certuser

* On the next page click OK to get the certificate issued and installed in your browser.

Using the certificate for authentication in OpenSSO

The new user has now been created in EJBCA and in the OpenSSO User Data Store. You can view the
user in OpenSSO.

* In the OpenSSO administration console go to Subjects. You should see Certificate User in the
user list.

{ (Top Level Realm)

User

|* Search |
User (4 User)

| Mew... || Delete |

Mame
amadmin
anonymous
Certificate User

demo

Next we want to test if the user can be authenticated in OpenSSO and the certificate is located.
* Close down the browser, in order for the EJBCA administrator to be logged out.

» Start the browser again and go to the OpenSSO administration console login. Edit the login
URL to use SSL with client certificate authentication and the Certificate login module:

https://localhost:8443/opensso/Ul/Login?module=Certificate
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Other Deployment Architectures

In a larger deployment neither EJBCA or OpenSSO is designed to do user provisioning. In such an
installation a separate provisioning product would typically be used, or even several different ones.

2 User provisioning

<+— @penlAM
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More information

For more information and documentation about EJBCA, visit http://www.ejbca.org/.

Form information about support and maintenance subscriptions and training for EJBCA, visit
http://www.primekey.se/.

For more information and documentation about OpenSSO, visit http://opensso.dev.java.net/
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